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NO.1 Examine the exhibit, which shows the output of a web filtering real time debug.

Why is the site www.bing.com being blocked?
A. The web server IP address 204.79.197.200 is categorized by FortiGuard as Malicious Websites.
B. The web site www.bing.com is categorized by FortiGuard as Malicious Websites.
C. The rating for the web site www.bing.com has been locally overridden to a category that is being
blocked.
D. The user has not authenticated with the FortiGate yet.
Answer: C

NO.2 Examine the IPS sensor and DoS policy configuration shown in the exhibit, then answer the
question below.
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When detecting attacks, which anomaly, signature, or filter will FortiGate evaluate first?
A. SMTP.Login.Brute.Force
B. ip_src_session
C. Location: server Protocol: SMTP
D. IMAP.Login.brute.Force
Answer: D
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NO.3 Which of the following statements about policy-based IPsec tunnels are true? (Choose two.)
A. They require two firewall policies: one for each directions of traffic flow.
B. They support GRE-over-IPsec.
C. They support L2TP-over-IPsec.
D. They can be configured in both NAT/Route and transparent operation modes.
Answer: C,D

NO.4 Which of the following conditions must be met in order for a web browser to trust a web
server certificate signed by a third-party CA?
A. The CA certificate that signed the web-server certificate must be installed on the browser.
B. The web-server certificate must be installed on the browser.
C. The private key of the CA certificate that signed the browser certificate must be installed on the
browser.
D. The public key of the web server certificate must be installed on the browser.
Answer: A

NO.5 View the exhibit.

 

What does this raw log indicate? (Choose two.)
A. FortiGate blocked the traffic.
B. 10.0.1.20 is the IP address for lavito.tk.
C. policyid indicates that traffic went through the IPS firewall policy.
D. type indicates that a security event was recorded.
Answer: C,D

NO.6 Which action can be applied to each filter in the application control profile?
A. Block, monitor, warning, and quarantine
B. Allow, monitor, block and learn
C. Allow, monitor, block, and quarantine
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D. Allow, block, authenticate, and warning
Answer: C

NO.7 Examine the network diagram shown in the exhibit, then answer the following question:

Which one of the following routes is the best candidate route for FGT1 to route traffic from the
Workstation to the Web server?
A. 0.0.0.0/0 [20/0] via 10.4.200.2, port2
B. 172.16.32.0/24 is directly connected, port1
C. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0]
D. 10.4.200.0/30 is directly connected, port2
Answer: B

NO.8 Which statements about DNS filter profiles are true? (Choose two.)
A. They can block DNS requests to known botnet command and control servers.
B. They can redirect blocked requests to a specific portal.
C. They can inspect HTTP traffic.
D. They must be applied in firewall policies with SSL inspection enabled.
Answer: A,B

NO.9 What settings must you configure to ensure FortiGate generates logs for web filter activity on a
firewall policy called Full Access? (Choose two.)
A. Enable disk logging.
B. Enable a web filter security profile on the Full Access firewall policy.
C. Enable Log Allowed Traffic on the Full Access firewall policy.
D. Enable Event Logging.
Answer: B,C

NO.10 View the certificate shown to the exhibit, and then answer the following question:
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The CA issued this certificate to which entity?
A. A bridge CA
B. A root CA
C. A subordinate CA
D. A person
Answer: B
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