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NO.1 Which three settings are the factory default settings on FortiManager? (Choose three.)
A. Reports and Event Monitor panes are enabled

B. portl interface IP address is 192.168.1.99/24

C. Password is fortinet

D. Username is admin

E. FortiAnalyzer features are disabled

Answer: B,D,E

NO.2 Which two conditions trigger FortiManager to create a new revision history? (Choose two.)
A. When configuration revision is reverted to previous revision in the revision history
B. When FortiManager installs device-level changes to a managed device

C. When FortiManager is auto-updated with configuration changes made directly on a managed
device

D. When changes to device-level database is made on FortiManager
Answer: B,C

NO.3 View the following exhibit, which shows the Download Import Report:
Start to import config from devices(Remote-FortiGate) vdom (root)to adom (MyADOM),

Package(Remote-FortiGate)

“firewall address", SUCCESS,"(name=REMOTE_SUBMET,0id=580, new object)"”
“firewall policy”,SUCCESS,"” (name=1, 0id=590,new object)”

“firewall policy”,FAIL,"[name=1D:2{#2), 0id=591, reason=interface|interface binding

Contradiction.detail:any<-port6)binding fail)”

Why it is failing to import firewall policy ID 2?

A. The address object used in policy ID 2 already exist in ADON database with any as interface
association and conflicts with address object interface association locally on the FortiGate

B. Policy ID 2 is configured from interface any to port6 FortiManager rejects to import this policy
because any interface does not exist on FortiManager

C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager

D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named
Remote-FortiGate.

Answer: A

Explanation:

FortiManager_6.4_Study _Guide-Online - page 331 & 332

NO.4 An administrator has assigned a global policy package to custom ADOML1. Then the
administrator creates a new policy package, Fortinet, in the custom ADOM1.

Which statement about the global policy package assignment to the newly-created policy package
Fortinet is true?

A. When a new policy package is created, it automatically assigns the global policies to the new
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package.

B. When a new policy package is created, you need to assign the global policy package from the
global ADOM.

C. When a new policy package is created, you need to reapply the global policy package to the
ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to
the new package.

Answer: A

Explanation:

Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM
policy packages you want to exclude (there is no option to choose Policy Packages to include).

NO.5 Which of the following statements are true regarding VPN Manager? (Choose three.)

A. VPN Manager must be enabled on a per ADOM basis.

B. VPN Manager automatically adds newly-registered devices to a VPN community.

C. VPN Manager can install common IPsec VPN settings on multiple FortiGate devices at the same
time.

D. Common IPsec settings need to be configured only once in a VPN Community for all managed
gateways.

E. VPN Manager automatically creates all the necessary firewall policies for traffic to be tunneled by
IPsec.

Answer: ACD

NO.6 View the following exhibit:

#diagnose fmupdate view-serverlist fds

Fortiguard Server Comm: Enabled

Server Override Mode: Loose

FDS server list

Index Address i TimeZone Distance

FDNI
FDNI

.fortinet.com 14 5 0 DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default server fdsl.fortinet.com

D. From public FDNI server with highest index number only

Answer: A

NO.7 Refer to the exhibits.
Exhibit one.
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ice Manager v Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: My_ADOM  Unlock

M Save & Install Wizard

- & System Templatss (2)

NTP Server
Primary DNS Server 192.168.1.111 [Jsynchronize with NTP Server
Secondary DNS Server 192.168.1.112 Apply
Local Domain Name
ol Admin Settings
HTTP Port B0 - B Redirects to
Alert Email A% HTTPS Port 443 -~
SMTP Server 55H Port 2 =
Authentication Onable SSH w1 compatibility s
SMITP User e Timeout 5 - (1 - 480 mins)
Password sesssses Eshle SR i
Switch Cantroller OFF
View Satings
Language English
SNMP X Lines per page 50 — (20 - 1000)
SNMP Agent Benable Theme Grwen
SNMP v1/v2c IPvé Suppart on GUI oFF
+ Create New [ Edit © View Ky Delete Q
0 Community Name Querks. Traps.
| W Replacement Message
[ Edit & Reset
SNMP v3
4 CreateMew [ Edit © View P Delete Q O Name Descripiion
O User Name Queries Traps Security Level ¥ Administration. () Import
¥ Alert Email (0) Import
<[l [0 b4 ¥ Authentication (0) Import
B ¥ Device Detection Portal (0) Import
Exhibit two.
Install Preview
~
Virtual Domain: global, root
config system ntp
unset ntpsync
end
config system email-server
unset senver
unset security
end
config log fortianalyzer setting
unset status
unset server
unset upload-option
unset reliable =
unset senal
end

config system central-management
config server-list

purge

end

end

config system global

unset admintimeout

unset admin-https-redirect
end

config system dns

set primary 192.168.1.111
set secondary 192.168.1.112
end

config system snmp sysinfo

()

e

An administrator created a new system template named Training with two new DNS addresses on

N
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FortiManager. During the installation preview stage, the administrator notices that many unset
commands need to be pushed.
What can be the main reason for these unset commands?

A. The DNS addresses in the default system settings are the same as the Training system template
B. The Training system template has other default settings

C. The ADOM is locked by another administrator

D. The Training system template does not have assigned devices

Answer: B

NO.8 Which two statements about Security Fabric integration with FortiManager are true? (Choose
two.)

A. The Security Fabric license, group name and password are required for the FortiManager Security
Fabric integration

B. The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric
devices

C. The Security Fabric settings are part of the device level settings

D. The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices
Answer: C,D
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